
CASE STUDY



2013 2022

Increase

Value of counterfeit and pirated goods ú882.6 billionú2,194.7 billion248%
Lost revenue

2013 2022

Increase

Wider economic and social costs ú676.2 billionú1,408.2 billion208%
Displaced economic activity, investment, public fund losses &

enforcement costs

2013 2022

Increase

Employment losses 2.6 million 5.4 million

207%

10% of medicines 

worldwide are fake. 60% 

contain no active 

ingredients, 16% incorrect 

ingredients
(World Health Organization 

WHO)

7

5

%

of companies 

experience at least one 

major supply chain 

disruption a year
(2013 PwC and MIT Forum 

for Supply Chain Risk 

Management Survey)

4

8

%

of companies 

experienced a loss from 

conducting business 

overseas in the past 3 

years
(2014 Chubb Multinational 

Risk Survey) 

Counterfeiting is still growing as markets globalize



Perceptions are changing: Consumers awareness of counterfeits is also growing 

and being shared

Chinese consumers are already very aware

Western consumers are growing in awareness



Physical Authentication

A backbone of counterfeit protection / detection will 

always include physical authentication

×It detects the fakes

×It can also deter production and sales of new fakes

Can be conducted anytime during storage and 

service life at any post-manufacture point

üOutgoing inspection

üStores or warehouse

üShipping dock

üReceiving dock

üIncoming inspection

üPre-component installation

üIn-system during service life

üPost-service inspection or failure analysis

Levels of protection need to be reviewed as criminals 

also advance in the technology arms race



Physical Authentication:

Stronger anti-counterfeiting approaches 

combine a number of security features and 

technologies in multi-layered solutions. This 

is especially valid and required in industry 

segments with complex, fragmented and multi-

channelled supply chains.

Reasons for multi-layered anti-counterfeiting 

solutions: 

üIncreased security level by higher number of 

hurdles for counterfeiting 

üAppropriate security features for each level 

of the authentication chain

o Covert and Overt solutions

o High and Low security features

o Digital and Electronic

o Packaging

o Authentication and Asset Management

o Authentication and Marketing



RFID/NFC tags widely used for many application such as ticketting, 

Assets Tracking, Medicines, Vaccines, Electric Power Meter, Wearable 

devices, medical apparatus and instruments,Transportation, Logitics, 

Retail, Entertainment, Defense, Security and etc. 

Cases Study

ETC Toll Plaza 

Box/Document Seal IDs

Wine/Liquor Tracking

Gas Cylinder Tracking

WiFi/BLE Paring
Security bags



NFC Experience ςBrand Protection
Tamper Proof

- Alcohol Brand protection ïCap Seal Sticker

- Document Security Seal

- Package Security Seal



Cosmetics origin authentication

Source Traceability

Brand Protection



Packaging Seal/Protection



NFC Experience
Data-Cloud Service 

Â Alibaba Cloud-Server ïHard Disk Maintenance, Remove To 

Trigger Alert



NFC experience
Tamper Detection RFID Seals



Electric Meter ςTD tag
RFID Tamper Detection Tag, prevent people steal power supply



RFID Experience

Â Anti-thief Packaging Bags



Cash Counting & Anti-fake Control

-aƻƴŜȅ .ŀƎ ƛƴ tŜƻǇƭŜΩǎ .ŀƴƪ hŦ /ƘƛƴŀΣ .ǊŜŀƪ hƴ hǇŜƴΣ !ƴǘƛ-theif

-Went in/went out from treasury 
Counting

-Bag with a one time use of 
uhf seal lock



Logistics, retailing & advertise

Shipping Box

Advertisement Gasoline 
Can

Break Nozzle on Check

during transport from station 

to station ïAnti-Theft



NFC Gas Cylinder ïSecurity Identify



RFID Experience
TD tag Protect Gas Tank in railway



NFC advertisement promotion

ÅTrigger Event

ÅTrigger Website

ÅTrigger Messages

ÅUser Connections

ÅBigData Analysis



Tobacco, alcohol, wine ,drugs, powder milk and 

food safety

One Time Use Tracking

Cold Chain Management



Logistics,warehouse& Couriers
Item positioning & location finding



Network Tracking Management

- Identify each 

fiber cables for 

exclusive 

customer

- Easy Track & 

Maintenance

- Prevent 

mistake 

operation for 

their service


